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So, what was the motivation
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• UNIX security model and the root user –
sharp, efficient and an extremely 
dangerous tool :/

• Real isolation?
• File system access limitations

• Process isolation

• Network stack isolation

https://xkcd.com/1200/



chroot(8)
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[3]



Solution?
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• File system access limitations

• Process isolation

• Network stack isolation



Operating System level virtualization

• Jails

• Docker

• Zones

[1]
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Operating System level virtualization
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With increasing number of virtual environments 
with the usage of virtual machines it triggers 
the resource consumption. While with the use 
of ambient jail these resources are mainly 
channelled to the services provided, and the 
number of instances has a
negligible impact on the computer system [6]



jail(8)
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• First appeared in FreeBSD 4.0-
RELEASE in March 2000.

• Implemented by Poul-Henning 
Kamp and Robert Watson

• Provides
• Virtualization

• Security

• Delegation

[3]



Limitations in a jail

• File system name-space is 
restricted in the style of chroot(2)

• The ability to bind network 
resources is limited to jail IP 
addresses only

• The ability to manipulate system 
resources is limited

• IPC is limited to communication 
with the processes in the same 
jail
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Implementation of jail(8)

• New system calls (jail(2), jail_attach(2) etc.) and data structures

• Fortification of chroot(2)

• Process visibility restrictions (prison_check(2))

• TCP/IP network stack isolation

• Adding jail awareness to some device drivers

• Restriction of super-user powers for jailed root
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Implementation of jail(8)

1 ) jail creation, jail(8) and jail(2)

2 ) Attaching, jexec(8) and jail_attach(2)
/usr/src/usr.sbin/jexec/jexec.c

jid = jail_getid(argv[0]);

jail_attach(jid);

chdir("/");

execvp(argv[1], argv + 1);
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Fine tuning

1 ) rctl(8)

2 ) sysctl(8)
o security.jail.set_hostname_allowed: 1

o security.jail.socket_unixiproute_only: 1

o security.jail.sysvipc_allowed: 0

o security.jail.enforce_statfs: 2

o security.jail.allow_raw_sockets: 0

o security.jail.chflags_allowed: 0

o security.jail.jailed: 0
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Live demo
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https://www.explainxkcd.com/wiki/index.php/1168:_tar
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